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Abstract

We investigate the possibility of solving problemsin completely asynchronous message passing sys-
tems where a number of processes may fail prior to execution. By using game-theoretical notions, neces-
sary and sufficient conditions are provided for solving problemsin such a model with and without a termi-
nation regquirement. An upper bound on the message complexity for solving any problem in the model is

given, aswell as asimple design concept for constructing a solution to any solvable problem.
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1. Introduction

In this paper we investigate both the possibility and the impossibility of solving certain problemsin
an unreliable, completely asynchronous, distributed system where undetectable initial failures may occur.
Initial failures are a very weak type of failure where processes may fail only prior to the execution and no
event can happen on a process after it fails. Thusit is assumed that any process that begins executing will
not fail, but some processes may never begin executing. Initial failures may occur in situations such as
recovery from a breakdown of a network. Such initial failures are a specia case of crash (fail-stop) fail-
ures in which a process may become faulty at any time during an execution. Obvioudly, if a protocol can-

not tolerate initial failures then it cannot tolerate crash failures but not necessarily vice versa.

We distinguish between the case when the protocol is not required to terminate after producing the
correct result, and the case when the protocol is required to terminate. For each of these cases we provide
necessary and sufficient conditions for the solvability of problems. Aswe shall see, requiring termination
strictly reduces the class of solvable problems. The conditions are presented by introducing simple games

and relating the possibility to win in these games to the possibility of solving problems.

The complexity of protocols designed to solve certain problems is greatly affected by whatever
assumption is made about the system’s reliability. For the initial failure model we provide an upper
bound on the message complexity for solving any problem by showing that the message complexity of

any solvable problem is bounded by the message complexity for solving the leader election problem.

Severa protocols in the literature have been designed to operate properly in an environment where
initial failures may occur. In [12] a protocol was presented that solves the consensus problem (i.e. where
all processes decide on the same value) and tolerates initial failures of up to (not including) half of the
processes. Protocols for leader election and spanning tree construction that also tolerate initial failures of
up to half of the processes were designed in [3]. A solution to the leader election problem appeared also
in [1]. Throughout the paper we will assume that the number of faulty processes is aways less than half

of the total number of processes.

There has been extensive investigation into the nature of asynchronous systems with the stronger

assumption that undetectable crash failures may occur. It is proven in [12] that in asynchronous systems



there cannot exist a nontrivial consensus protocol that tolerates even a single process crash failure. This
fundamental result has been extended to other models of computation [9,10]. Various extensions
[17,18,4], also for a single fault, prove the impossibility of other problems such as choosing a leader,
ranking and constructing a spanning tree using several new techniques. Other recent works point out
some specific problems that can be solved in asynchronous systems with numerous faulty processes, and
prove impossibility results for a hierarchy of problems assuming up to t crash failures [2,5,19]. (As will
be seen later, in our terminology, the solutions given in [2] are non-terminating.) Recently, a complete
combinatorial characterizations, for the solvahility of problems in asynchronous shared memory and mes-

sage passing models where crash failures may occur using randomized protocols was givenin [8].

It appears that the necessary and sufficient condition which we give here for initial failures assuming
only deterministic protocols and without the termination requirement, is the same as the complete charac-
terization which is given in [8] for crash failures in a shared memory model assuming randomized proto-
cols. Moreover, the necessary and sufficient condition which we give here for initial failures assuming
only deterministic protocols and with the termination requirement, is the same as the compl ete characteri-
zation which is given in [8] for crash failuresin a message passing model assuming randomized protocols.
An interesting result that follows from the similarities between these characterizations is that in a message
passing model with the termination regquirement, a problem can be solved by a deterministic protocol that
can tolerate up to t initial failuresif and only if the problem can be solved by a randomized protocol that
can tolerate up to t crash failures. A similar result holds for a shared memory model when termination is

not required [20].

The rest of the paper is organized as follows. In Section 2 the notions of a problem and a protocol
are defined. Section 3 describes the essential properties of asynchronous message passing systems. Sec-
tions 2 and 3 also appear, with minor changes, in [19]. In Section 4 the notions of initial failure and ter-
mination are precisely defined. Section 5 introduces a two player game and it is proved that the possibil-
ity of winning this game is related to the possibility of solving problems in an environment where pro-
cesses may initially fail. Sections 6 and 7 include two modified games designed to enable reasoning
about the possibility of solving problems under a termination requirement. Some concluding remarks

appear in Section 8.



2. Definitions and Basic Notations

First, the type of problems we consider is described. Let | and D be sets of input values and deci-
sion (output) values, respectively. Let n be the number of processes, and let | and D be subsets of 1" and
D", respectively. A problem T is a mapping T: 2P —-{0} from each n-tuple in | to subsets of
n-tuplesin D. Wecall a=(ay,...,a,) wherea OT aninput vector, andd = (dy,...,d,) whered OD, a
decision vector. For such a pair of vectors, we say that a; is the input value of process p;, and d; is the

decision value of process p;.

Following are some examples of problems, which we will aso refer to later in the paper (the input
vectors for all problems are from |I" for an arbitrary set 1): (1) The consensus problem, where al pro-
cesses must decide on the same value from an arbitrary set D; (2) The transaction commitment problem,
where | =D ={0, 1}, and all processes decide on "1" if the input of every processis"1", and otherwise al
processes decide on "0"; (3) The (Ieader) election problem, where exactly one process decides on a distin-
guished value from an arbitrary set D; and (4) The sorting problem, where all processes have input values

and each process p; decides on avaueidentical to the i smallest input value.

A protocol is anonempty set C of computations and aset N ={ p4,..., pn} of processid's (abbv.
processes). A computation is a finite sequence of events. There are four types of events. send, receive,
input, and decide. A send event, denoted ([send, m, py], p;), represents sending a message m to process
px by process p;. A receive event, ([receive, m], py), represents receiving a message m by process py.
An input event, ([input,a], p;), represents reading an input value a by process p;. A decide event,
([decide, d], p;), represents deciding on a decision value d by process p;. One may aso consider an
internal event in which a process executes some local computation; however nowhere else in this paper
do we need to refer to such an event. We use the notation (e, p;) to denote an arbitrary event, which may
be an instance of any of the above types of events. For an event (e, p;) we say that it occurred on process

pi. Aneventisinacomputation iff it isone of the events in the computation sequence.

In the rest of this paper Q denotes a set of processes where QCIN, and |Q] is the cardinality of Q.
The symbols X, y, z denote computations. Also < x;y> is the sequence obtained by concatenating the

two sequences x and y. An extension of a computation x is a computation of which x is aprefix. For an



extension y of x, (y — x) denotes the suffix of y obtained by removing x from y. For any x and p;, let X;

be the subsequence of x containing all eventsin x that are on process p;.

Definition: y includes x iff x; isaprefix of y; for al p; (the relation includes is a generalization of

extension).

We assume that all events are unique and all messages are distinguished (i.e., the same event cannot
occur twice in a computation). An event ([receive, m], p,) is the complement of the event
([send, m, pi], p;) in a computation x iff both events arein x. An event ([send, m, p.], p;) is fulfilled in
acomputation X if itisin x and its complement event ([receive, m], p;] isalsoin X. That is, the message
m sent from process p; to process py has aready arrived. An event ([send, m, p,], p;) is unfulfilled in a

computation x if itisin x, and itisnot fulfilled in x.

Definition: Computations x and y are equivalent w.r.t. p;, denoted by xiDy Aff X =y,

Note that ID is an equivalence relation over computations. For a computation x and process p;, we define

the extensions of x that only have events on p;.
Definition: Extensions(x,i) ={y | y isan extension of x and xﬁyfor alj=1..i-1,i+1..n}.

Process p; reads input a in a computation X iff the input event ([input, a], p;) isin X. Process p;
decides on d in a computation x iff the decision event ([decide, d], p;) isin X. Since we are interested in
protocols that solve the type of problems mentioned previoudly, without loss of generality, we can assume
that a process may read and decide only once. More formally, for any computation x and for any process

p; there is at most one input event, and at most one decision event on p; in x.

A protocol P=(C, N) solvesaproblem T: T - 2° {0} iff (1) For eachinput vector a OT, there
exists a computation with a asinput; (2) For every computation z LIC such that in z processes py,..., Pn
read input values a,...,a, and decide on dj,...,d,, if a0l then d OT(a); and (3) In any "sufficiently
long" computation on input in I all processes decide (this requirement is to be defined precisely later).
Note that condition (2) above restricts those computations with every process executing events (since al
at least read their input), but does not relate to computations where some process has no associated events.

Such computations will later be defined as those with initial failures.



We define when a set of input events is consistent. Intuitively, this is the case when all the input
events in the set can happen in the same computation. Let P be a protocol that solves a problem
T:T-2P -{0}. For any input vector a OT, the set { ([input, aj], py) ,..., ([input, a,], p,)} isaconsis-
tent set of input events (w.r.t T); and any subset of a consistent set of input events is also consistent. For
simplicity of presentation, we assume that in any given computation the set of input events is consistent.
Throughout the paper we consider a single protocol, P =(C, N) that solves a problem T: 1 - 20 - {0},

and all references are made to that protocol.

3. Asynchronous Environment

In this section asynchronous message passing systems are characterized by stating five properties
that any protocol operating in such an environment should satisfy. The formal description of asyn-

chronous message passing systems considered here isinspired by [6,7].
Definition: An asynchronous protocol isa protocol that satisfies the following properties,
P1: Every prefix of acomputation is a computation.
P2: Let <x; (e, p;) > be acomputation where (e, p;) is not an input event, and let y be a computation that

includes x such that x iDy; then, <y; (e, p;) > isacomputation.

P3: For any computation X, any process p; and any input value a; if the set of al input events in x
together with the input event ([input, a], p;) is consistent then there exists an extension y in Exten-

sions(x, i) such that ([input, a], p;) appearsiny.

P4: For an unfulfilled event ([send, m, p], p;) in acomputation X, there exists an extension y of x such

that y 00 Extensions(x, k), and ([send, m, p,], p;) is fulfilled iny.

P5: For a computation x and an event ([receive, m], p,), the sequence < x; ([receive, m], p,) > is a com-

putation only if ([receive, m], py) isthe complement of some unfulfilled event in x.

We note that from property P1 the empty sequence (denoted by null) is a computation. Intuitively,
property P2 means that if an event (e, p;) can happen at a process p; at some point in a computation, then
the same event can happen at a later point, provided that it is not an input event, and p; has taken no steps

between the two points. Property P3 means that a process that has not yet read an input value may read



any of the input values not conflicting with the input values already read by other processes. For example,
if we assume that the input values different processes may read in the same computation are distinct, then
aprocess may read any value that has not aready been read by other processes. Property P4 means that it
is always possible for a process to receive a message sent to it. Property P5 means that a message is

received only if it was sent previously and that it cannot be received twice.

4. Initial failluresand Termination

In this section we introduce two notions. First we define a class of protocols that can tolerate multi-
pleinitial failures. Aninitial failure may occur only prior to the beginning of a process execution and
the process cannot recover. That is, once a process starts operating it is guaranteed that it will never fail.
We reiterate that initial failure is a special case of crash failure, in which a process may become faulty at
any time during an execution. We then introduce the notion of termination and define protocols that can

both tolerate initial failures and terminate.

We first introduce the notion of an enabled process. Process p; is enabled at computation X iff
there exists an event (e, p;) such that < x; (e, p;) > is a computation. It follows from properties P2 and
P3 that a process cannot become passive (i.e., not enabled) as a result of an event on some other process.
In order to define initial failure and termination formally, we need the concept of an ini-
tial Q — fair sequence. Let Q be aset of processes, an initial Q — fair sequence w.r.t. agiven protocol is
a (possibly infinite) sequence of events, where: (1) Each finite prefix is a computation; (2) For an enabled
process p; a some prefix x, if p; JQ then there exists another prefix y that is an extension of x such that
thereisan event (e, p;) in (y — x); (3) For any send event that is unfulfilled in some prefix and in which a
message was sent between processes of Q, the event is fulfilled in another prefix; (4) The sequence
< X; ([receive, m], py) >, isaprefix only if ([receive, m], py) isthe complement of some unfulfilled event

in x; and (5) The sequence consists only of events on processes belonging to Q.

Aninitial Q —fair sequence captures the intuition of an execution in which only processes belonging
to Q participate, where all enabled processes that belong to Q can proceed, all messages sent between
processes of Q are eventualy delivered, and a message is received only if it was sent previously. Note

that messages may be sent to processes not in Q. Aninitial Q —fair sequence may be infinite and in such



acase it is not a computation. It follows from P2 - P5 that, in asynchronous protocols, for every set of
processes Q, any computation consisting only of events on processes belonging to Q is a prefix of an ini-
tial Q —fair sequence. The requirement that all messages are received after they are sent (requirement (4)

in the definition of an initial Q —fair sequence), follows from P5 and requirement (1).

Informally, a protocol can tolerate up to t initial failuresif in spite of afailure of any group of up to
t processes at the beginning of the computation, each of the remaining processes eventually decides on

some value. We now characterize such protocols formally.

Definition: A protocol can tolerate up to t initial failures iff for every set Q of processes where

|Ql = n—t, every initial Q —fair sequence has afinite prefix in which any p; JQ has decided.

For later reference we call a protocol that can tolerate up to t initial failures an initial (t) protocol.
Note that for any value t such that 0 <t < n, the class of initial (t) protocols includes the class of ini-
tial (t + 1) protocols. To see that the inclusion is strict, consider the rotating(t) problem, where each pro-
cess p, has to decide on a decision value from the set of input values of processes
Pi(mod n)+1: - - - » Pi+t—1(mod n)+1- 1N such arotating(t) problem, if all processes Pimod ny+1: - - - » Pist—1(mod n)+1

fail, process p; will never be able to decide.

From the definition above, it follows that for any initial (0) protocol in any "long enough™" execution
where no process fails (i.e., an initial N-fair sequence), each process (eventually) decides on avaue. In
fact, this formally expresses requirement (3) from the definition of solves given in Section 2. Thus, any

protocol that solves a problem should (by definition) at least be an initial (0) protocol.

In order to present the above notion of a protocol that can tolerate t initial failures we did not have
to define the notion of a faulty process. We concentrate on the role of the correct processes in order to
capture the nature of robustness. By using the notion of an initial Q —fair sequence we have described an
execution in which all processes in Q are correct, and only for those processes do we require that they
eventually decide. However, there is a way to define a fault tolerant protocol by first defining the notion
of afaulty process as done in [13]. This involves the introduction of an additional type of event, which
signals the fact that a processis faulty. Our approach seems to be more suitable for the model under con-
sideration, since it captures the fact that in systems where a failure of a process is not detectable, a faulty

process cannot be distinguished from a process that operates very slowly. It also simplifies the



presentation and the proofs.

Next we define the notion of termination. Intuitively, we want to say that a process p; has termi-
nated in computation X if the process cannot take any further steps. That is, there is no extension of x in

which p; is enabled.
Definition: Process p; has terminated at computation x iff for any extension y of x, xiDy.

In this definition a process may terminate without knowing that it has terminated. It is also possible
to define termination by using an additional type of event called HALT. Only a process that intends to ter-
minate will perform the halt event. We may then say that p; has terminated at computation x iff thereisa
halt event on p; at X. The results we present in the sequel hold under both definitions. We avoid using
HALT in order to simplify the presentation, since its inclusion would force us to add one more property to

the definition of an asynchronous protocol.

It is easy to see that for any initial(t) protocal, if process p; has terminated at computation x then p;
has decided at x. That is, a process has to decide before it terminates. Using the notion of process termi-
nation we define what it means for a protocol to terminate. Intuitively, an initial(t) protocol terminates if
in any case where no more then t processes initially fail, al correct processes eventually terminate.
Before giving the exact definition we extend the notion of fulfilled event (see Section 2), by saying that all

events of messages sent to a terminated processes are fulfilled.

Definition: A protocol isterminating in the presence of t initial failures (abbv. terminating) iff for
any set Q of processes where |Q| = n—t, every initial Q —fair sequence is a computation in which any

p; 0Q hasterminated.

We say that a problem can be solved without termination [with termination] in the presence of t ini-
tial failures iff there exists a [terminating] initial(t) protocol that solves that problem. Obviously every
problem that can be solved by a terminating protocol, can aso be solved if no requirement is made about
termination. However, the opposite claim does not hold. An example proving this fact is the order pre-
serving (renaming) problem, defined below, which can be solved without requiring termination but cannot
be solved under the termination requirement for t > 2. The motivation for the order preserving problem is

the need to reduce the size of the name-space of a set of processes. Formally, the order preserving



problem is amapping T: T - 2° — {0}, where |I|>>|D|, I is the set of all vectors with distinct values, and
forevery a0l andd OD: d OT(a) iff for every i, j O{1,...,n}, & < a; implies d; < d;. The problem
was first defined in [2] where it was proven that the problem is solvable in the crash failure model where
up to t processes may fail at any point during an execution, and without requiring termination iff
ID|>2'(n—t+1)-1. It follows from the theorems presented in the next sections that if termination is
not required this result holds also when it is only assumed that the t processes may initiadly fail, and if ter-
mination is required there is no solution (for t =2) eveniif || |=|D| + 1 (a proof of that fact appearsin Sec-

tion 7).

Next we prove two technical lemmas that are used later. The lemmas state the relation between
input values, output values and initial failures. Lemma 1 says that if some processes take no steps, the
remaining ones must still be able to decide. On the other hand, Lemma 2 says that if some processes
“wake up late”” and begin executing after the others have decided (and terminated), the latecomers must
also decide in a manner consistent with the decisions of the other processes. Let Q=N - Q; asin [7], let
x [Q] y = for every p; OQ, x; =Y;. Notice that for an extension y of x, x[Q]y implies that events on
processes that belong to Q did not occur in the interval (y — X). Thus x [Q] null means that no process of

Q has an event in x. We also use the notation < ; (y(i) — X) > as an abbreviation for < (y(1) - X); ...
i=1.m

;(y(m) = x) >, where y(i) is acomputation.

Lemma 1: Let P = (N, C) be an asynchronous protocol that solves the problem T: .20 - {0} in
the presence of t initial failures (without assuming termination), and let QCIN be an arbitrary set of pro-
cesses where |Q| = n—t. For every vector a 01 (a = (ay,...,a,) ) and computation x OC where every
p; OQ either reads the value a; or does not read any input value and where x [Q] null, there exists an

extension y OC of x such that y [Q] null, and any p; UQ reads the input value a; and decides.

Proof : Using P2-P5, starting from the computation x we can inductively construct an initial
Q —fair sequence (w.r.t. P), where every process p; UQ reads the input value a;. Since P can tolerate t

initial failuresit follows that this sequence has a prefix as required. 0

Lemma 2: Let P = (N, C) be an asynchronous protocol that solves the problem T: T - 20 - {O} in
the presence of t initial failures assuming termination, and let QUJN be an arbitrary set of processes where

Q=n-t. Let a=(ay,..,.a,) be an arbitrary vector from I and let x OC be a computation where



x[Q] null and every p; 0Q reads the value a;, decides on some value d;, and terminates. For any p; [1Q

there exists a computation y(i) [l Extension(x, i), where p; reads the input value a; and decides on some
vaue d; such that d OT(a), (d = (dy,...,dy)).

Proof : Asin the previous proof, using P2 - P5, starting from the computation x we can inductively
construct for each p; Q an initial (QU{ p;})-fair sequence (w.r.t. P) where process p; reads the input
value ;. Since P can toleratet initial failures it follows that this sequence has some prefix y(i) in which
p; reads the input value a, and decides on some value, say d;. It follows from P1, P2 and P3 that

<x; ; (y(i)-x)>isacomputation, andhenced OT(a). O

In the next sections we examine the possibility and impossibility of solving problems in an asyn-
chronous environment where t processes may initially fail. Initialy, we do not require a protocol (that
solves a problem) to terminate and then subsequently, we add the termination regquirement and examine

how it affects the results.

5. Solvability without Termination

In this section we characterize the problems that can be solved in an asynchronous environment
where 0 <t < n/2 processes may initialy fail. We use the intuitive appeal of a game-theoretical charac-
terization by reducing the question of solvability in the model under consideration to whether there is a
winning strategy to a particular game described below. The exposition here is influenced by the "Ehren-
feucht Game" [11], which is used in mathematical logic to determine if two structures are elementarily
equivalent. (That is, if they satisfy the same first-order sentences.) A similar result holds for an asyn-

chronous shared memory model [20].

The game G4(T, 1), corresponding to a problem T: | - 20 - {0} and a natural number t, is played
by two players A (Adversary) and B, according to the following rules. Each play of the game begins with
amove of player A and in the subsequent moves both players move aternately. The gameis played on a
board with n empty circles drawn in a straight line. The circles are numbered from 1 to n. At the first
move player A chooses n—t input values from (the set of input values) | and "places' them on arbitrary
n—t empty circles. Then player B chooses n —t decision values from (the set of decision values) D and

uses them to cover all the n —t input values placed by player A in the previous move. Subsequent moves



consist of player A choosing a single value from | in each move, and placing it on an empty circle, and
then player B choosing a single value from D and covering the previous value placed by player A. The
play is completed when al the n circles are covered with decision values from D. We emphasize that at

any time each player knows al the previous moves.

We denote by a; 01 and d; 0D the values players A and B, respectively, placed on the i —th circle
in the course of the play. For simplicity we assume that the fina vector (a,...,a,) belongsto I. Player B
has won the play iff d OT(a). Player B has a winning strategy in the game G;(T,t), denoted

B wins G,(T,t), if B can alwayswin each play.

We also assume that the processes have distinct identities that are mutually known. We will remove

those assumptions at the end of the section.

THEOREM 1: A problem T can be solved, without assuming termination, in a completely asyn-

chronous environment wheret processes may initialy fail iff player B wins G4(T,t).

Proof : We first prove theif direction. The proof is based on the fact that in the model under consid-
eration, it is possible to elect aleader [3]. Suppose player B has awinning strategy in the game G4(T, t).
We describe a protocol that solves T in the presence of t initial failures. The protocol starts by first elect-
ing one of the processes as a leader. After the leader broadcasts its identity, every correct process sendsits
own input value and itsid to the leader. Since at most t processes might be faulty, the leader is guaranteed
to receive n -t input values (including its own). Then the leader examines the winning strategy of player
B to determine the corresponding n —t decision values, and sends the relevant decision value to each pro-
cess from which it received an input value. Afterwards the leader just waits. Upon receiving an addi-
tional input value, by using the winning strategy of player B, it produces the right decision value, and
sends it to the process from which it received the input value. Each process that receives a decision value

from the |eader decides on that value.

We now prove the only if direction. Let P = (N, C) be an asynchronous protocol that solves T in
the presence of t initial failures. We describe awinning strategy for player B in Gy(T,t). Let a I bean
arbitrary input vector, and let Q be a set of processes where |[Q| = n—t such that player A choosesin his
first move the set of values {a|p; Q} and places each value a; on the circle numbered with i. From

Lemma 1, there exists a computation x [JC such that x [Q] null, any process p; 0Q reads the input value



a; and decidesin x. Let d; denote the value on which process p; LJQ decided in x. By using P, player B
can simulate the computation x, output the n —t decision values, and cover each input value a; by the cor-
responding decision value d;. Assume that player A next chooses some value a; where p; [1Q and places
itonthe j —thcircle. By Lemmal, thereisan extension y of x in which process p; reads the input value
a; and decides on some value d;, and where X[Q —{ p;}]y. Thus again, by using P, player B can con-
tinue the simulation of x in order to simulate computation y and choose d;. A similar construction holds
also for any further input valuesthat A chooses. Finally, since P solves T, d OT(&) and hence player B

winsthegame. O

Examples of problems that can be shown to be unsolvable using the above theorem (in the model
under consideration), are transaction commitment, sorting and rotating(t). To show the impossihility for
transaction commitment we demonstrate that B has no winning strategy. The adversary can choose at its
first move n—t "1" values; B then must also use n —t "1" values since player A may later choose only "1"
values. Then A can add the value "0" and B loses. The above theorem also points out how to construct a
solution (i.e., a protocol) for any solvable problem T. First find a winning strategy for player B in the
game G,(T,t) and then plug it into the (schematic) protocol presented in the "if" part of the proof of The-

orem 1.

Corollary 1. The message complexity of electing aleader is an upper bound for solving any other
problem on a complete network in a completely asynchronous environment where t processes may ini-
tialy fail.

Proof : The (schematic) protocol presented in the "if" part of the proof of theorem 1, which can
solve any solvable problem in this model, first elects a leader and then uses at most 2n additional mes-

sages. Since Q(n) is clearly alower bound for electing aleader, theresult isproven. O

We mention that the message complexity for electing a leader in reliable complete networks is
6 (nlogk), where k is the number of processes that start the protocol [14]. For complete networks where t
processes may initially fail the message complexity for electing a leader is 8 (nlogk + kt) [3]. The last
corollary can be generalized to an arbitrary network by considering the number of messages needed to

collect the input values and then return the final decision values from the leader.



Remark: In order to prove that for a given network there is a fixed upper bound on the message
complexity (that depends only on the network size) for solving any problem in the initia failure model,
we have strongly used the fact that it is possible to elect aleader in that model. It is interesting to note
that for the (slightly stronger) crash failure model in which it is not possible to elect aleader (see [17]), it
has been proven that no such fixed bound exists [4]. More precisely, there exist problems such that any
protocol solving them in the presence of crash failures must send arbitrarily many messages, for some

scenarios.

In the proof of Theorem 1, the assumption that the processes have distinct identities that are mutu-
ally known is used at the point where the leader (in the "if" part) has to consult with the winning strategy
of player B. We now remove this assumption and only require that the input values are distinct. (This, of
course, also covers the case where the processes have distinct identities which are not mutually known).

Next, we modify Theorem 1 so that it holds under this weaker requirement.

Recall that a and d are the vectors players A and B, respectively, placed in the course of the play.
Let = (m,...,/r,) be apermutation of {1,...,n}, and let (&) denote the vector (a,,,..., a, ). We say that
player B strongly won the play iff for every permutation 7z of {1,...,n} where 77(a) O it is the case that
n(d) OT(m(a)). Player B has a strong winning strategy in the game G, (T, t) if it is possible for him to
strongly win each play. (Thisis denoted by "B strongly wins G4(T,t)".) If we now substitute in Theo-
rem 1 the term "strongly wins' for "wins' then the modified theorem will hold under the requirement that
the input values are distinct, and with no need to assume anything about the process identities. The proof
of this theorem involves some technical modification of the previous proof, and is based on the fact that a
leader can still be elected. Another way of resolving this problem isthe following. We say that a problem
T:1-2° {0} is symmetric iff for every vector a 01 and for every permutation 77 of {1,...,n}, it is the
case that 77(a) OT and 7(d) OT(7(a)). For symmetric problems the notion of strongly wins and wins
coincide, and hence for such problems the original formulation of Theorem 1 till holds (without the
assumption that the processes have distinct identities). We mention that the notion of strongly wins

makes sense only when dealing with symmetric problems.

6. Solvability with Termination



In this section we add the termination requirement and, as in the presentation of the previous sec-
tion, we characterize the problems that can be solved by a terminating protocol in an asynchronous envi-
ronment where 0 < t < n/2 processes may initially fail. With this requirement it is still possible to elect a
leader, however now the leader cannot coordinate all activities and decisions as before, since it itself is
also required to terminate. Put another way, a process may start operating long after the leader has termi-
nated. We note that if it is only required that all correct processes except one eventually terminate then

the result from the previous section (i.e., Theorem 1) holds.

In the sequel we modify the game G4(T, t) in order to reflect termination. In the new game the role
of player A is left unchanged while the power of B is restricted: each time B makes a move it "forgets"

all previous moves except the first move of both players.

The new game G,(T,t), corresponding to a problem T: 2P —{0} and a natural number t, is
played by player A (Adversary) and a group of players B = { B,,...,B;;1} according to the following rules.
Each play of the game begins with a move of player A and in the subsequent moves both player A and
some player from B move alternately. Each player B; 1B takes exactly one move in each play. The
game is played (as before) on a board with n empty circles (numbered from 1 to n) drawn in a straight
line. As his first move player A chooses n—t input values from | and "places’ them on arbitrary n-t
empty circles. Then player B, chooses n —t decision values from D and uses them to cover al the n—t
input values placed by player A in the previous move. The subsequent moves consist of player A choos-
inginitsi —th move a single value from | and placing it on an empty circle and then player B; choosing,
based only on the values placed by player A in thefirst and current moves and the values placed by player
B4, asingle value from D and covering the last value placed by player A. We emphasize that in this game
player B; does not know all the previous moves. He knows only the first moves of players A and B, and
the i —th move of player A. (This can be implemented by hiding from a player the circles he is not sup-

posed to see.) The play is completed when all the n circles are covered with decision values from D.

We denote by & Ol and d; 0D, respectively, the values that pl and some player in B placed on the
i —th circle during the play. For simplicity we assume that the final vector (aj,...,a,) belongsto I. As
previously, the group of players B has won the play iff d OT(a). The group of players B has a win-

ning strategy in the game G,(T, 1), denoted B wins G,(T,t), if itb 2} (T,t), denotedB™ can aways win



each play. As before, we have assumed that the processes have distinct identities that are mutually

known. Removing thisassumption is similar to the treatment in the previous section.

THEOREM 2: A problem T can be solved, assuming termination, in a completely asynchronous

environment wheret processes may initially fail iff B winsG,(T,1).

Proof : We first prove the if direction. Suppose B has a winning strategy in the game G,(T,t). We
describe a terminating protocol that solves T in the presence of t initial failures. The protocol starts by
first electing one of the processes as a leader. After the leader broadcasts its identity, every correct process
sends its own input value and id to the leader. Since at most t processes might be faulty, the leader is
guaranteed to receive n—t input values (including its own). Then the leader consults with the winning
strategy of B (by playing the role of B;) to determine the corresponding n —t decision values. After that
the leader broadcasts to all processes a message which contains n —t triples. Each triple consists of a pro-
cess id and the input and decision values of that process. The leader then decides and terminates. Each
process p; that receives the above message from the leader first checks if its id appears in one of the
triples. If it does, then the process decides on the decision value that appears in that triple and terminates.
Otherwise, using the message from the leader and its own input, p; consults with the winning strategy of

B, by playing the role of one of the playersin B, decides and terminates.

We now prove the only if direction. Let P = (N, C) be a terminating asynchronous protocol that
solves T in the presence of t initia failures. We describe a winning strategy for B in G,(T,t). Leta Ol
be an arbitrary input vector, and let Q be a set of process where |Q| = n —t such that player A choosesin
his first move the set of values{ a;|p; 0Q} and places each value a; on the circle numbered withi. From
Lemma 1 and the termination assumption, there exists a computation x 0JC such that x [Q] null, any pro-
cess p; 0Q reads the input value a;, decides, and terminates in x. Let d; denote the value decided upon
by process p; OQ in computation X. By using P, player B; can simulate the computation X, output the
n—t decision values, and cover each input value a; by the corresponding decision value d;. Now assume
that player A chooses in its k —th move some value a; where p; [JQ and places it on the j —th circle.
By Lemma 2, (for any j) there is a computation y(j) Extension(x, j) in which process p; reads the
input value a; and decides on some value dj. By using P, player By can continue the simulation of x in

order to simulate computation y(j) and choose d;. A similar construction holds also for any input values



that A chooses. From Lemma2, d OT(a) and hence B wins the game. O

As already mentioned,B winsthe game. ???it is easy to show by using Theorem 2 that (due to rea-
sons of symmetry) the order preserving problem cannot be solved assuming termination for t=2. (A
proof is given in the next section.) Examples of solvable problems (for t <n/2) are consensus and |eader

election. We note that Corollary 1 (from the previous section) also holds in this model.

Remark: In the initial failure model there are non-trivial problems that can be solved assuming ter-
mination. This is not the case in another model that also has what might be considered a weak type of
failures. Itisproved in [15], that no non-trivial protocol can be guaranteed to terminate in a model where
only transient communication failures can occur. (Channel failures are transient if any message sent

repeatedly is eventually received.)

7. A two player game which reflects termination

In the previous section we presented a game with t + 2 players and showed how to use the game in
order to decide if a problem can be solved when termination is required. In this section we describe a
game with only two players for the same purpose. The new game is less general than the previous onein
the sense that it is useful only when applied to problems where the set of possible input values is at most

countable.

The game G4(T, 1), corresponding to a problem T: I 20 - {0} and a natural number t, is played
by two players A (Adversary) and B, according to the following rules. Each play of the game begins with
a move of player A and in the subsequent moves both players move aternately. The game is played (as
before) on a board with n empty circles drawn in a straight line. The circles are numbered from 1 to n.
At the first move player A chooses n—t input values from | and "places' them on arbitrary n—t empty
circles. Then player B chooses n -t decision values from D and uses them to cover al the n—t input
values placed by player A in the previous move. The subsequent moves consist of player A choosing a
single value from | and placing it on a (possibly non-empty) circle that is not one of the n—t circles it
used in the first move, and then player B choosing a single value from D and covering the previous value
placed by player A. The fact that non-empty circles can be reused is equivalent to A "changing his mind"

about some of the later moves. The play is completed upon the decision of A, where the last move is



always made by B. (The result holds aso in a variation of the game in which player A announces the

number of moves before the play begins.)

We denote by (a;, d;) O1xD some pair of values that players A and B placed on the i —th circle in
the course of the play in two successive moves (i.e., B covered the value a; with d;). For simplicity we
assume that at any moment the last value A placed may be completed together with the n—t values
placed by player A in its first move to a vector in I. Player B has won the play iff for every possible
n—tuple of pairs ((a1,d;) ,...,(an, d,,)) chosen from pairs placed in the course of the play, d OT(a) or
a[I. Player B has a winning strategy in the game G;(T,t), denoted B wins G5(T, 1), if it can always

win each play no matter what A does.

As before, we assume that the processes have distinct identities that are mutually known. Removing

this assumption is similar to the treatment in the previous sections.

THEOREM 3: A problem T: 2P —{0O} where | is a most countable can be solved assuming
termination in a completely asynchronous environment where t processes may initialy fail iff player B

wins G3(T, t).

Proof : We first prove the (more difficult) if direction. Suppose B has a winning strategy in the
game G3(T,t). We describe aterminating protocol that solves T in the presence of up to t initial failures.
The protocol starts by first electing one of the processes as aleader. Then every correct process sends its
own input value and id to the leader. Since at most t processes might be faulty, the leader is guaranteed to
receive n —t input values (including its own). Then the leader consults with the winning strategy of B to
determine the corresponding n —t decision values. After that the leader broadcaststo al processes a mes-
sage containing n —t triples. Each triple consists of a process’ id and the input and decision values of that
process. The leader then decides and terminates. Each process p; that receives the above message from
the leader first checks if its id appears in one of the triples. If it does, then the process decides on the
decision value that appears in that triple and terminates. Otherwise, using the message from the leader
and its own input, p; exploits the winning strategy of B (in a manner described below), decides, and ter-

minates.

The process p; will simulate a particular play of the game in order to determine the value upon

which it will decide. We assume that the set of input values | isinfinite. The treatment when | isfiniteis



similar (and simpler). Since | is countable we assume w.l.0.g. that | isthe set of natural numbers. (There
is a bijection a from the natural numbersinto I, so | can be represented as { a(m)|m is a natural num-
ber}.) We say that player A usesthe order strategy if after A’s first move, in al its subsequent moves A
covers the circles from left to right (cyclicly) skipping the n —t circles it covered in its first move. More-
over, each time A hasto place a number on acircle it always chooses the smallest possible number which
is greater than the previous number A placed on that circle. (A number is possible if, together with the
n -t values placed by player Ain itsfirst move, it can be completed to avector in I.) We now show how
process p; uses the winning strategy of B to simulate a play of the game. Using the message from the
leader it simulates the first moves of A and B by placing each of the n —t input and output values on the
corresponding circles. Then it continues assuming that A plays according to the order strategy, and it uses
B’s winning strategy to simulate the moves of B. Process p; stops the simulation one move after A places
avalue identical to p;’s own input value on the i — th circle, and p; decides on the value that B uses to
cover that input value. Since A plays at the simulation according to the order strategy, p; is sure that
eventualy A will place its input value on the i —th circle. Since p; decides on a value according to B's
winning strategy, this value must be consistent with any possible decision value of the other processes

chosen in the same way.

We now prove the only if direction. Let P = (N, C) be a terminating asynchronous protocol that
solves T in the presence of t initia failures. We describe a winning strategy for B in G5(T,t). Leta Ol
be an arbitrary input vector, and let Q be a set of processes where |Q| = n —t, such that player A chooses
in his first move the set of values { a|p;, 0Q} and places each value a; on the circle numbered with i.
From Lemma 1 and the termination assumption, there exists a computation x JC such that x [Q] null,
any process p; 0Q reads the input value a;, decides, and terminatesin x. Let d; denote the value decided
upon by process p; 0Q in computation x. By using P, player B can simulate the computation X, output
the n—t decision values, and cover each input value a; by the corresponding decision value d;. Now
assume that player A chooses in one of its moves the value a; where p; [1Q and places it on the j —th
circle. By Lemma 2, there is a computation y(j) U Extension(X, j) in which process p; reads the input
value a; and decides on some value d;. By using P, player B can continue the simulation of x in order
to simulate computation y(j) and choose d;. Note that the value d; is based only on the values placed by

players A and B in the first moves and the value placed by player A in the current move. A similar



construction holds for any input value that A chooses. From Lemma 2, d OT(a) and hence B wins the

game. (Inthispart of the proof we do not use the fact that the cardinality of | isat most countable) O

The requirement that the set of input values is at most countable is necessary for the correctness of
Theorem 3. Consider the following problem: each process starts with some input value that is a real
number, and it is required that at least one process outputs a finite set of values containing the input val-
ues of all other processes. In the Appendix, we show that there is no terminating protocol that solves this
problem in the presence of two or more initial failures. On the other hand, player B has the following
winning strategy for the game corresponding to this problem: each time B has to make a move it places a
set containing all input values that A has already placed anywhere on the board. Thus the existence of a
winning strategy in the game does not imply the existence of a terminating protocol when the input

domain is not countable.

Note that if we replace the assumption that the input values are the real numbers by the assumption
that they are the rationals (and hence countable), then since B has a winning strategy (just as before) it
follows from Theorem 3 that there exists a protocol that solves the problem. As one example of a solu-
tion, a mapping of the input values onto the natural numbers can be fixed, and each process could output

the finite set of al the rationals with a mapping less than or equal to that of itsinput value.

We now prove that the order preserving problem cannot be solved assuming termination for t = 2.
Player A usesthe following strategy: In the first move it chooses the n — 2 smallest values. Then, in all its
subsequent moves A covers the other two circles alternately; each time, A chooses a value greater than all
values it had chosen previously. Player A stops the game after [D|+ 1 moves (|D| is the cardinality of the
set of output values). It is not hard to show that player B must choose |D| + 1 distinct values, which is
clearly impossible. Since the game has no winning strategy, by Theorem 3 there is no protocol to solve it

in the presence of initial failures, assuming termination.

8. Discussion

In this paper we introduced three simple games and reduced the question of whether a certain prob-
lem can be solved in completely asynchronous systems where a number of processes may fail prior to the

execution to the question of whether there is a winning strategy for one of these games. We gave several



examples demonstrating that it is very convenient to reason about problems using such games. The differ-
ences which arose in the proposed games when termination is not required and when it is necessary help

to clarify the price of this added requirement.

An upper bound on the message complexity for solving any problem in the model was proved, by
showing that the message complexity of any solvable problem is bounded by the message complexity for
solving the leader election problem. We showed how to use a given solution for the election problem in
order to construct a solution to any other solvable problem. Thisimpliesthat in some sense we may think

of the election problem as a"complete" problem for the initial failure model.

As aready mentioned, it follows from our results together with the results in [8] that in a message
passing system where termination is required, a problem can be solved by a deterministic protocol that
can tolerate up to t initial failuresif and only if the problem can be solved by a randomized protocol that
can tolerate up to t crash failures. This result aso holds for the asynchronous shared memory model

(without assuming termination) [20].

It follows from our results that for initia failures, there exists a strict resiliency hierarchy. That is,
for each 0 <t < n/2 there are problems that can be solved in the presence of t — 1 failures but cannot be

solved in the presence of t failures.

Following our results here, a result similar to Theorem 1, with a similar proof, was shown to hold
for an asynchronous shared memory model that supports only atomic read and write operations [20, Sec-
tion 7]. A similar result holds for other models where it is possible to elect aleader in the presence of ini-
tial failures, for example, a synchronous model in which correct processes may join the computation at

any round.
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APPENDI X

We present an example demonstrating that the requirement that the set of input values is at most
countable is necessary for the correctness of Theorem 3. Consider the following problem, T;. Each pro-
cess starts with some input value, and it is required that at least one process outputs a finite set of values
containing the input values of all processes.

LemmaAl: Let D bethe set of all possible input values. Then for any N = 5, there is a terminating pro-
tocol that solves T in the presence of two initial failuresiff there exists afunction f from D to finite sub-
sets of D such that for every pair of valuesu and v, uJf (v) or vIf (u).

Proof: If Let N = k + 2, and assume that there is suc: If Let N a protocol. For brevity, assume that D
contains the integers, and consider a computation x of this protocol in which processes py, - -, px have
inputs 1, - - -, k resp., and the remaining two processes are asleep until these processes decide and termi-
nate. Let S be the set decided upon by process p;.

Now continue the computation x by having py.; wake up with input u and run until it decides on a
set §,. Similarly, continue the earlier computation x (without py.¢) by having p,., wake up with the

same input u and run until it decidesonaset T,,. f(u) isdefined by: f(u) = Iﬁ S 0S,0T,. By Lemma2
i=1

and by the definition of the problem, we must have that for every pair u and v, (S;,---, S, S, Ty) isa
legal output vector. This means that for every such pair, uJf (v) or vIf (u), since otherwise no set in the
output vector contains both u and v.

Only if: Assumethat f issuch afunction. It is easily observed that the problem can be solved by the fol-
lowing terminating protocol: First, a leader is elected, and this leader decides on the set S of al inputs
known to it (there are at least n — 2 such inputs). The leader then broadcasts this set and terminates. Every
nonleader process with input u waits until it receives the set S, and it decideson f(u) ] S. o

We now show that the condition of the above Lemma does not hold for D = R, the set of real num-
bers. This means that no terminating protocol for solving T exists for this case.

Theorem Al: Let R be the set of real numbers. Then thereis no function f from R to finite subsets of R
such that for each uand v in R, either f(u) containsv or f(v) contains u.

Proof [16]: Assume to the contrary that thereis such afunction f. Let NOIR be the set of integers, and let
D= f(i). Then D iscountable. Since R isuncountable, thereisanr R whichisnotin D. Thus,r is

iON
notir|1 f (i) for each integer i. Hence, f(r)CIN. But thisisimpossible, since N is not finite. O

Note: If we assume that the function f is from the reals into the countable subsets of the reals (rather
than into finite subsets) such that for every pair of reas u and v, uOf (v) or vOf (u), and we assume the
axiom of choice, then the existence of such a function is equivalent to the Continuum Hypothesis. Hence,
neither the existence nor the nonexistence of such a function is derivable from the standard axioms of set
theory with the axiom of choice[11].



