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Abstract. In [14], Lamport has defined three classes of shared registers which
support read and write operations, called —safe, regular and atomic—depending
on their properties when several reads and/or writes are executed concurrently.
We consider generalizations of Lamport’s notions, called k-safe, k-regular and
k-atomic. First, we provide constructions for implementing 1-atomic registers
(the strongest type) in terms of k-safe registers (the weakest type). Then, we
demonstrate how the constructions enable to easily and efficiently solve classi-
cal synchronization problems, such as mutual exclusion and ℓ-exclusion, using
single-writer multi-reader k-safe bits, for any k ≥ 1. We also explain how, by us-
ing k-registers, it is possible to provide some level of resiliency against memory
reordering.
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1 Introduction

It is common to assume that operations on the same memory location are atomic –
they occur in some definite order. However, this assumption can be relaxed allowing
the possibility of concurrent operation on the same memory location. In [14], Lamport
has defined three classes of shared registers which support read and write operations,
called —safe, regular and atomic—depending on their properties when several reads
and/or writes are executed concurrently. Below we consider natural generalizations of
Lamport’s notions, motivate their use and investigate their properties. Unless otherwise
stated, it is assumed that each register is a single-writer multi-reader register. Such a
register can be written by one predefined process and can be read by all the processes.
Let k be a positive integer.

– The weakest possibility is a k-safe register, in which it is assumed that a read not
concurrent with any write obtains one of the k most recently written values. No
assumption is made about the value obtained by a read that overlaps a write, except
that it must obtain one of the possible values of the register. We consider the initial
value as the first written value.

⋆ A preliminary version of this paper (without Section 4 and Section 5) is to appear in the 14th
international conf. on distributed computing and networking (ICDCN 2013), Mumbai, India,
January 2013.



– The next stronger possibility is a k-regular register, in which it is assumed that
a read not concurrent with any write obtains one of the k most recently written
values. A read that overlaps a write obtains either the new value or one of the
k most recently written values. That is, a read that overlaps any series of writes
obtains either one of the values being written or one of the k most recently written
values before the first of the writes.

– The final possibility is a k-atomic register, in which the reads and writes behave as
if they occur in some definite order, and a read obtains one of the k most recently
written values. In other words, for any execution, there is some way of totally order-
ing the overlapping reads and writes so that the value returned by the each read is
one of the k most recently written values in the execution which has no overlapping.
(Operations that do not overlap should take effect in their “real-time” order.)

We observe that Lamport’s familiar notions of safe, regular and atomic registers are
equivalent to the notions of 1-safe, 1-regular and 1-atomic registers, respectively. We
will use the notion k-register as an abbreviation for k-safe, k-regular and k-atomic
registers, when the exact type of a register is not important.

Our study is of both theoretical and practical interest. Various optimizations enable
reordering memory references as it allows much better performance. When a correct
operation depends on ordered memory references, memory barriers are used to prevent
reordering. Memory barriers are required to enable good performance and scalability.
The reason for that is the fact that CPUs are orders of magnitude faster than are both
the interconnects between them and the memory they are attempting to access [17].

Without using memory barriers, as a result of reordering, a read from an atomic
register may obtain some older value when compared to the value this read would return
in the in order execution of the original program code. Suppose that in some setting
where reordering is possible, a read may obtain, in the worst case, one of the 5 most
recently written values when compared to the value it would return in the in order
execution. In such a case, no harm done, if the program which uses 1-atomic registers,
was designed in the first place to work correctly assuming that communication is done
via 5-atomic registers.

Consider the following design strategy: Design your algorithms to be correct when
k-atomic registers are used for some k > 1. Now replace the k-atomic registers with
the stronger 1-atomic registers. In such algorithms the use of memory barriers may not
be necessary in some cases, even when reordering is possible. Thus, there is a tradeoff
between the number of memory barriers needed to ensure correctness and the type of
k-registers used. Put another way, proving correctness w.r.t. k-registers while actually
using 1-registers provides some level of resiliency against memory reordering. Finding
the exact level of resiliency provided using such a design strategy, as a function of k, is
an interesting research topic which is not covered in this paper.

Our results are about computability and complexity of using k-registers. We show
that for any k ≥ 1, k-safe registers and 1-atomic registers have the same computational
power. More precisely, it is possible to wait-free implement multi-writer multi-reader
multi-valued 1-atomic registers using single-writer single-reader k-safe bits, for any
k ≥ 1. We present simple and efficient constructions that enable to easily and efficiently



solve classical synchronization problems, such as mutual exclusion and ℓ-exclusion
[20], using single-writer multi-reader k-safe registers, for any k ≥ 1.

2 Preliminaries

We focus on an architecture in which n processes, denoted p1, ..., pn, communicate
asynchronously via shared registers. A register can be either a single-writer single-
reader (SWSR) register, a single-writer multi-reader (SWMR) register or a multi-writer
multi-reader (MWMR) register. Unless explicitly stated, we assume that a register is a
SWMR register. Asynchrony means that there is no assumption on the relative speeds of
the processes. Processes may fail by crashing, which means that a failed process stops
taking steps forever. We require that the constructions presented in this paper satisfy
the wait-freedom progress condition. Wait-freedom guarantees that every process will
always be able to complete its pending operations in a finite number of its own steps.

3 The constructions

We present two constructions of registers, by indicating how write operations and read
operations are performed. The first construction implements a single-writer multi-reader
multi-valued k-safe, k-regular or (k+1)-atomic register, denoted r, from single-writer
single-reader multi-valued k-safe, k-regular or k-atomic registers, respectively.

Construction 1. Let k be an arbitrary natural number, and let r1, ..., rn be SWSR
multi-valued k-registers, where each ri (i ∈ {1, ..., n}) can be written by the same sin-
gle process and read by process pi. We construct a SWMR multi-valued k-register r as
follows:

– The write operation r := value is performed as follows: for i = 1 to n do ri :=
value;

– The read operation of r by process pi is performed by letting pi read the value of
ri.

The above construction is similar to Construction 1 from [14] which was designed for
1-registers. We prove the following theorem for the general case of k-registers.

Theorem 1. The following claims are correct w.r.t. Construction 1, for any k ≥ 1,

1. If r1, ..., rn are SWSR k-safe registers or r1, ..., rn are SWSR k-regular registers
then r is a SWMR k-safe register or a SWMR k-regular register, respectively.

2. If r1, ..., rn are SWSR k-atomic registers then r is a SWMR (k+1)-atomic register.
3. If r1, ..., rn are SWSR k-atomic registers then r is not a SWMR k-atomic register.

Proof. A read of r by process pi that does not overlap a write of r, also does not overlap
a write of ri. If ri is k-register (i.e., if ri is k-safe, k-regular or k-atomic), then this read
must obtain one of the k most recently written values into r. This is enough to show
that if ri is k-safe then r is k-safe. If a read of ri by process pi overlaps a write of ri,



then it overlaps a write of the same value to r. In such a case, if ri is k-regular then
this read must obtain either the last value written or one of the k most recently written
values into ri (and hence into r). This implies that if ri is k-regular then r is k-regular.

Now, assume that ri is k-atomic, and that a read of ri by process pi overlaps a write
of the value v into r. Then (1) if v was already written into ri, this read must obtain
either the value v or one of the k−1 most recently written values into ri before v; or (2)
if v was not written into ri yet, this read must one of the k most recently written values
into ri. Since the linearization point of write of v into r might be before the linearization
point of the read of v, in both cases above, the returned value is one of the k + 1 most
recently written values into r. This implies that if ri is a SWSR k-atomic register then
r is a SWMR k + 1-atomic register.

Assume that r1, ..., rn are k-registers. If a read of r by two different processes pi
and pj both overlap the same write of value v into r, it is possible for pi to get the new
value v and for pj to get the kth written value into r before the value v was written.
This is possible even in the case where the read by pi precedes the read by pj . This
possibility is not allowed by a k-atomic register. Thus, r is not a k-atomic register. ⊓⊔

The second construction implements a SWMR multi-valued 1-safe or 1-regular reg-
ister from SWMR multi-valued k-safe or k-regular registers, respectively.

Construction 2. Let k be an arbitrary natural number, and let r′ be a SWMR multi-
valued k-registers. We construct a SWMR multi-valued 1-register r as follows:

– The write operation r := value is performed as follows: for i = 1 to k do r′ :=
value;

– The read operation of r by process p is performed by letting p read the value of r′.

Theorem 2. The following claims are correct w.r.t. Construction 2, for any k ≥ 1,

1. If r′ is a SWMR k-safe register or a SWMR k-regular register then r is a SWMR
1-safe register or a SWMR 1-regular register, respectively.

2. If r′ is a SWMR k-atomic register then r is not a SWMR 1-atomic register.

Proof. A read of r by process p that does not overlap a write of r, also does not overlap
any of the latest k writes of r′. Thus, all the k most recently written values into r′ are
identical and equal the most recent value written into r′. Since r′ is k-register, in the
case of no overlap, a read of r must obtain one of the k most recently written values
into r′, and thus it must obtain the most recent value written into r′. This is enough to
show that if r′ is k-safe then r is 1-safe.

If a read of r′ by process p overlaps a write of r′, then it overlaps a write of the same
value to r. In such a case, if r′ is k-regular then this read must obtain either the new
value or one of the k most recently written values into r′ (and hence into r). However,
since each value is written k times, each of the k most recently written values equals
either the new value or the most recent value written before the new value. This implies
that if r′ is k-regular then r is 1-regular.

We have assumed that r′ is a k-register. Thus, during a write of r, the k most recently
written values into r′ equals either the new value or the most recent value written before
the new value. If a read of r by two different processes pi and pj both overlap the same



write of value v into r, it is possible for pi to get the new value v and pj the old value.
This is possible even in the case where the read by pi precedes the read by pj . This
possibility is not allowed by a 1-atomic register. Thus, r is not a 1-atomic register. ⊓⊔

We notice that Construction 2 can be used for implementing a 2-atomic register
from k-atomic registers. It would be interesting to find a similar simple and efficient
construction also for implementing 1-atomic register from k-atomic registers.

Theorem 3. It is possible to construct a MWMR 1-atomic register using SWSR k-safe
bits.

Proof. It follows immediately from Construction 1 and Construction 2 that it is possible
to implement a SWMR 1-safe bit using SWSR k-safe bits. A well known result is that it
is possible to implement a MWMR multi-valued 1-atomic register from SWMR 1-safe
bits (see Chapter 4 of [10]). The result follows. ⊓⊔

The known constructions of a MWMR multi-valued 1-atomic register from SWMR
1-safe bits, are complicated and are not practically useful for transforming algorithms
that use strong type of registers into algorithms that use weak type of registers.

4 Algorithms using k-safe bits

There are several classical synchronization algorithms that only use SWMR 1-safe reg-
isters, for interprocess communication [20]. Using Construction 2, such algorithms can
be easily and efficiently modified to use only k-safe registers, for any k ≥ 1. Below we
demonstrate how this idea is used for solving the mutual problem and the ℓ-exclusion
problem, using SWMR k-safe registers, for any k ≥ 1.

4.1 Mutual Exclusion

The mutual exclusion problem, which was first introduced by Edsger W. Dijkstra in
1965, is the guarantee of mutually exclusive access to a single shared resource when
there are several competing processes [6]. The problem arises in operating systems,
database systems, parallel supercomputers, and computer networks, where it is nec-
essary to resolve conflicts resulting when several processes are trying to use shared
resources. The problem is of great significance, since it lies at the heart of many inter-
process synchronization problems.

The mutual exclusion problem. The problem is formally defined as follows: it is
assumed that each process is executing a sequence of instructions in an infinite loop.
The instructions are divided into four continuous sections of code: the remainder, entry,
critical section and exit.

A process starts by executing the remainder code. At some point the process might
need to execute some code in its critical section. In order to access its critical section a
process has to go through an entry code which guarantees that while it is executing its
critical section, no other process is allowed to execute its critical section. In addition,
once a process finishes its critical section, the process executes its exit code in which



it notifies other processes that it is no longer in its critical section. After executing the
exit code the process returns to the remainder.

The Mutual exclusion problem is to write the code for the entry code and the exit
code in such a way that the following two basic requirements are satisfied.

Mutual exclusion: No two processes are in their critical sections at the same time.

Deadlock-freedom: If a process is trying to enter its critical section, then some process,
not necessarily the same one, eventually enters its critical section.

The deadlock-freedom property guarantees that the system as a whole can always con-
tinue to make progress. However deadlock-freedom may still allow “starvation” of indi-
vidual processes. That is, a process that is trying to enter its critical section, may never
get to enter its critical section, and wait forever in its entry code. It is possible to define
stronger requirements, which do not allow starvation.

A mutual exclusion algorithm using k-safe bits. The One-bit mutual exclusion algo-
rithm, which uses n safe bits, was developed independently by Burns [3] (also appeared
in [5]), and by Lamport [13]. We present below a space optimal mutual exclusion algo-
rithm using only k-safe shared bits, which is a transformation of the One-bit algorithm
using Construction 2. The correctness of the algorithms follows from that of the orig-
inal One-bit algorithm and the properties of Construction 2 as expressed in part 1 of
Theorem 2.

It is assumed that there may be up to n processes potentially contending to enter the
critical section, each has a unique identifier from the set {1,...,n}. The algorithm makes
use of an array b of k-safe bits, where, for every 1 ≤ i ≤ n, all the processes can read
the bits b[i], but only process i can write b[i]. We will use the statement await condition
as an abbreviation for: while ¬condition do skip. (The symbol ¬ means negation.) k is
used as a constant. The places where the code of the original One-bits algorithm was
altered appear in boxes. The algorithm is defined formally below.

THE ONE-BIT ALGORITHM USING k-SAFE BITS: process i’s program.

Shared: b[1..n]: array of SWMR k-safe bits, initially all entries are 0.
Local: j: integer ranges over {0, ..., n}; inc: integer ranges over {1, ..., k}.

1 repeat
2 for inc := 1 to k do b[i] := 1 od; j := 1;
3 while (b[i] = 1 and (j < i) do
4 if b[j] = 1 then for inc := 1 to k do b[i] := 0 od; await b[j] = 0 fi;
5 j := j + 1
6 od
7 until b[i] = 1;
8 for j := i+ 1 to n do await b[j] = 0 od;
9 critical section;
10 for inc := 1 to k do b[i] := 0 od;



In lines 1–7, a process first indicates that it is contending for the critical section by set-
ting its bit to 1 (line 2), and then it tries to read the bits of all the processes which have
identifiers smaller than itself. If all these bits are 0 (while its bit is 1) the process exits
the loop. Otherwise, the process sets its bit to 0, waits until the bit it is waiting on be-
come 0 and starts all over again. In line 8, the process reads the bits of all the processes
which have identifiers greater than itself. It exits this loop when it finds that each of the
bits is 0 at least once since it entered this for-loop. Then it can safely enter the critical
section.

4.2 ℓ-Exclusion

In [21], it is shown that, for any ℓ ≥ 2 and n > ℓ, 2n−2 single-writer bits are necessary
and sufficient for solving ℓ-exclusion for n processes. We present below a space opti-
mal ℓ-exclusion algorithm using only k-safe shared bits, which is a transformation of
the Two-bits algorithm from [21] (which uses safe bits) using Construction 2. The cor-
rectness of the algorithms follows from that of the original algorithm and the properties
of Construction 2 as expressed in part 1 of Theorem 2.

The ℓ-exclusion problem. To illustrate the ℓ-exclusion problem, which is a natural
generalization of the mutual exclusion problem, consider the case of buying a ticket for
a bus ride. Here a resource is a seat on the bus, and the parameter ℓ is the number of
available seats. In the ℓ-exclusion problem, a passenger needs only to make sure that
there is some free seat on the bus, but not to reserve a particular seat.

More formally, it is assumed that each process is executing a sequence of instruc-
tions in an infinite loop. The instructions are divided into four continuous sections of
code: the remainder, entry, critical section and exit. The ℓ-exclusion problem is to write
the code for the entry code and the exit code in such a way that the following basic
requirements are satisfied.

ℓ-exclusion: No more than ℓ processes are at their critical sections at the same time.

ℓ-deadlock-freedom: If strictly fewer than ℓ processes fail (are delayed forever) and a
non-faulty process is trying to enter its critical section, then some non-faulty process
eventually enters its critical section.

We notice that the above standard definition of the ℓ-deadlock-freedom requirement is
(slightly) stronger than only requiring that “if fewer than ℓ processes are in their critical
sections, then it is possible for another process to enter its critical section, even though
no process leaves its critical section in the meantime”.

An ℓ-exclusion algorithm using k-safe bits. The algorithm is for n processes each
with unique identifier taken from the set {1, ..., n}. For each process i ∈ {2, ..., n− 1},
the algorithm requires two SWMR k-safe bits, called Flag1[i] and Flag2[i]. For pro-
cess 1 the algorithm requires one SWMR k-safe bit, called Flag1[1], and for process n
the algorithm requires one SWMR k-safe bit, called Flag2[n]. In addition three local



variables, called counter, j and inc, are used for each process. ℓ and k are used as con-
stants. The places where the code of the original Two-bits algorithm was altered appear
in boxes.

THE TWO-BITS ℓ-EXCLUSION ALGORITHM USING k-SAFE BITS:
process i ∈ {1, ..., n} program.

Shared: Flag1[1..n− 1], Flag2[2..n]: arrays of SWMR k-safe bits, initially all entries are 0.
Local: counter, j: integer ranges over {0, ..., n}; inc: integer ranges over {1, ..., k}.
Constant: Flag1[n] = 0, Flag2[1] = 0. /* used for simplifying the presentation */

1 if i ̸= n then for inc := 1 to k do Flag1[i] := 1 od fi;
2 repeat
3 repeat
4 counter := 0;
5 for j := 1 to n do
6 if (j < i and Flag1[j] = 1) or (Flag2[j] = 1)
7 then counter := counter + 1 fi od
8 until counter < ℓ;
9 if i ̸= 1 then for inc := 1 to k do Flag2[i] := 1 od fi;
10 counter := 0;
11 for j := 1 to n do
12 if (j < i and Flag1[j] = 1) or (j ̸= i and Flag2[j] = 1)
13 then counter := counter + 1 fi od
14 if counter ≥ ℓ then if i ̸= 1 then for inc := 1 to k do Flag2[i] := 0 od fi fi
15 until counter < ℓ;
16 critical section;
17 if i ̸= 1 then for inc := 1 to k do Flag2[i] := 0 od fi;

18 if i ̸= n then for inc := 1 to k do Flag1[i] := 0 od fi;

In lines 1, process i (where i ̸= n) first indicates that it is contending for the critical
section by setting Flag1[i] to 1. Then, in the first repeat loop (lines 3–8) it finds out how
many processes have higher priority than itself. A process k has higher priority than
process i, if its second flag bit Flag2[k] is set to 1, or if k < i and Flag1[k] = 1. If less
than ℓ processes have higher priority, i exits the repeat loop (line 8). Otherwise, process
i waits by spinning in the inner repeat loop (lines 3–87), until less than ℓ processes have
higher priority. Once it exits the inner loop it sets its second flag, Flag2[i], to 1 (for
i ̸= 1). Then, again, it finds out how many processes have higher priority than itself.
If less than ℓ processes have higher priority, process i exits the outer repeat loop (line
15) and can safely enter its critical section. Otherwise, the process sets its second flag
bit back to 0, and go back to wait in the inner repeat loop (lines 3–8). In the exit code a
process simply sets its flag bits to 0.



5 Related Work

A formalism for reasoning about concurrent systems which does not assume that read
and write are atomic operations is developed in [12, 13]. This formalism has been fur-
ther developed in [14], where it is used to specify several classes of interprocess com-
munication mechanism and to prove correctness of algorithms for implementing them.
In particular, a very weak form of (non-atomic) shared register, called safe register, is
defined [14]. A safe register can be written and read concurrently, but read errors may
occur during the writing of a shared register. Following Lamport’s paper, many papers
were published about implementing one type of shared register from another. In partic-
ular it is now known how to implement a MWMR atomic register from SWSR safe bits.
A compilation of some of these results can be found in Chapter 4 of [10].

The relative power of various shared objects has been studied extensively in shared
memory environments where processes may fail benignly, and where every operation
is wait-free. In [11], a hierarchy of progressively stronger shared objects, is defined.
Objects at each level are able to perform tasks which are impossible for objects at the
lower levels. A discussion on how memory barriers are used to prevent reordering can
be found in [15–17].

The mutual exclusion problem was first stated and solved for n processes by Dijk-
stra in [6]. Numerous solutions for the problem have been proposed since it was first
introduced in 1965. Because of its importance and as a result of new hardware and
software developments, new solutions to the problem are being designed all the time.

In [4, 5], Burns and Lynch have shown that any deadlock-free mutual exclusion al-
gorithm for n processes must use at least n shared registers, even when multi-writer reg-
isters are allowed. The One-bit mutual exclusion algorithm, which uses n non-atomic
(safe) bits and hence provides a tight space upper bound, was developed independently
by Burns [3] (also appeared in [5]), and by Lamport [13]. The mutual exclusion algo-
rithm using k-safe bits from Subsection 4.1, is based on the One-bit algorithm.

The ℓ-exclusion problem, which generalizes the mutual exclusion problem, was first
defined and solved in [9, 8], for a model which supports read-modify-write registers.
In [18], Peterson has proposed several ℓ-exclusion algorithms for solving the problem
using atomic registers. Various other ℓ-exclusion algorithm are presented in [1, 7, 2].
Many known mutual exclusion and ℓ-exclusion algorithms are discussed in details in
[19, 20].

In [21], it is shown that, for any ℓ ≥ 2 and n > ℓ, 2n − 2 single-writer bits are
necessary and sufficient for solving ℓ-exclusion for n processes. The ℓ-exclusion algo-
rithm using k-safe bits from Subsection 4.2, is based on the Two-bits algorithm from
[21] which uses 1-safe bits.

6 Discussion

We have introduced the new notions of k-safe, k-regular and k-atomic registers, and
showed how to implement 1-atomic registers (the strongest type) in terms of k-safe
registers (the weakest type). We presented simple and efficient constructions that en-
abled us to solve classical synchronization problems, such as mutual exclusion and



ℓ-exclusion, using single-writer multi-reader k-safe bits, for any k ≥ 1. On most mod-
ern microprocessors memory operations are not executed in the order specified by the
program code. Memory reordering is used to fully utilize the different caches installed
in such machines. Using k-registers provides some level of resiliency against memory
reordering. The idea is to design an algorithm using k-registers and then (after proving
its correctness w.r.t. the k-registers) to replace the k-registers with 1-registers. During
run time, as a result of memory reordering, the 1-registers may exhibit a behavior of
k-registers (w.r.t. the in order execution of the original program code), but that should
not cause a problem as the algorithm was designed in advance to be correct when us-
ing k-registers. Exploring how the use of weak objects (like k-registers) can provide
some level of resiliency against memory reordering and reduce the number of memory
barriers required, is an interesting research topic.
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